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Introduction 
 
The Data Protection Act 1998 (DPA) is a United Kingdom Act of Parliament which defines the law on 
the processing of data on identifiable living people and is the main piece of legislation that governs 
the data protection. 
 
The Fund collects, stores and use information provided by members or their employer, in a manner 
that is compliance with the DPA. We are committed to protecting the member’s privacy and keep their 
personal data secure (whether it is held on paper or electronically) and up to date. 
 
Everyone responsible for using data has to follow strict rules called ‘data protection principles’. They 
must make sure the information is: 
 

 used fairly and lawfully 

 used for a specifically stated purposes 

 used in a way that is adequate, relevant and not excessive 

 accurate 

 kept for no longer than is absolutely necessary 

 handled according to people’s data protection rights 

 kept safe and secure 
 
What information to do we store? 
 
The information stored includes personal details about our members: 
 

 Name 

 Address 

 National Insurance number 

 Date of birth 

 Marital status 

 Salary details 

 Scheme membership 

 Bank details  
 
We use these details for all aspects of administering the membership responsibilities under the Local 
Government Pension Scheme, not least the calculation and payment of benefits. 
 
How is the information stored?  
 
Most of the information is stored on our computerised database system Altair provided by Aquila 
Heywood and our Payroll system Cyborg. 
 



 
Information is also stored on microfilm and paper files. Once work is completed on a record the 
paperwork is scanned and stored electronically on Altair. Paper documents are then stored for 6 
months before being destroyed securely.   
 
Information received from Employers such as the end of year spreadsheets are stored on the 
Pensions Section’s drives on the Gwynedd Council network.  
 
Who do we share information with? 
 
We share information with: 
 

 Our actuary Hymans Robertson, as we are required by law to have the funding level of the Fund 
assessed every three years. To do this the actuary must use information about members as well 
as information about contribution income and investments. 
 

 Club Vita, a wholly owned subsidiary of our actuary, which helps the actuary in forecasting the 
lifespans of members. 
 

 the HMRC and other statutory organisations. These include other LGPS administering authorities 
if we are, or may be, paying or receiving a pensions transfer. 
 

 the South Yorkshire Pensions Authority, who maintain a database of National Insurance numbers, 
and the funds where people are members, for LGPS funds in England and Wales. This database 
is necessary as in the event of someone dying who has more than one LGPS pensions account, 
only one death grant - the largest - can be paid. The database enables a fund dealing with a 
death to check for other LGPS pension accounts elsewhere. 

 

 Printing firms who print our annual benefit statements. 
 

 Clerical Medical, being the insurance company we have appointed regarding scheme additional 
voluntary contributions. 

 
We also share identifying data about pensioners (but not amounts of pension) with a mortality tracing 
agency who use it, in conjunction with the death registers for England, Northern Ireland, Scotland and 
Wales, to identify pensioner deaths that have not been reported to us. 
 
Pensioner data is also used in the Government’s National Fraud Initiative. This is an exercise that 
matches electronic data within and between public and private sector bodies to prevent and detect 
fraud. 
 
We also pay pensions in the UK using BACS (the Bankers' Automated Clearing Service), to whom we 
necessarily have to supply data to allow payments to be made. Likewise to Western Union when 
pensions are being paid overseas. 

 
How do we protect the member’s details? 
 

 A username and password is required to access the Gwynedd network and the Altair and 
Cyborg systems. 
 

 Passwords are changed on a regular basis and must confirm to strict guidelines.  
 

 Egress is used to receive and send emails with a number of our employers. This a secure 
email which encrypts the message when it is sent. 

 

 Access to the Pension Section office is restricted to Pension and Payroll staff. Access is only 
granted with a keycard specially programmed to allow access. 

 

 When transferring data to external organisations e.g. sending over annual benefit statement 
details to the printers a secure portal is used.  

 

 All information supplied by members must be supplied by letter or email. Details will not be 
taken over the phone e.g. new address or bank details. 



 

 A member’s written authority is required before we disclose information with other companies 
such as the member’s financial advisors or another pension scheme.   
 

 Staff must complete an online training module on data protection and confirm that they will 
comply with the DPA. 
 

 The Altair system logs out automatic following a period of inactivity.  
 

 The Altair system is backed up to the server on a nightly basis. 
 

 


